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Fig. 1:CPS. “https://larastock.com/”

Fig. 2:IEC 61499. “INDIN 2021 twitter post”

Fig. 3:Closed-loop system. “Auinger, Franz & Strasser, Thomas & Christensen, James. (2004). Using IEC 61499 Function Blocks (FB) for Closed Loop
Control Applications. ”

Fig. 4:FV. “https://www.flaticon.com/free-icon/process_1523938"
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Plant modelling and Closed-loop verification of the system

how to generate plant model automatically?
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Proposed Solution

[ J
Event log ProM tool
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Experiment

Ii'li'l Two-cylinder system. E

Major components in

the simulation model (D)
are the Vertical cylinder llLl
and Horizontal cylinder
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Simulation model of
system is developed
using Nxt control’s HMI.

Event log is recorded via
OPC UA Communication
protocol

Figure. HMI representation of two-cylinder system
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Petri net generation using ProM

a)

ProcessId, Timestamp,Component,Action HCPOSITION_END=FALSE
1001,2021-08-20 11:02:00.967198,HORTZONTALCYLINDER, HCPOSITION_START=TRUE

1001,2021-08-20 11:02:01.097932, HORTZONTALCYLINDER, HCEXT=TRUE

1001,2021-08-20 11:02:01.767188,HORTZONTALCYLINDER, HCPOSITION_START=FALSE

1001,2021-08-20 11:02:02.984882, HORTZONTALCYLINDER, HCPOSITION_END=TRUE

1001,2021-08-20 11:02:03.065219, HORIZONTALCYLINDER, HCEXT=FALSE

1001,2021-08-20 11:02:03.464782,HORIZONTALCYLINDER,HCPOSITION_END=FALSE (IHCPOSITION_START-TRUE][HCEXT=TRUE])
1001,2021-08-20 11:02:03.957188,HORIZONTALCYLINDER, HCPOSITION_START=TRUE

1002,2021-08-20 11:04:00.967198, HORTZONTALCYLINDER, HCPOSITION_START=TRUE

1002,2021-08-20 11:04:01.097932, HORTZONTALCYLINDER, HCEXT=TRUE Event log - Alpha HCEXT=TRUE
1002,2021-08-20 11:04:01.767188,HORIZONTALCYLINDER, HCPOSITION_START=FALSE csv algorithm
1002,2021-08-20 11:04:02.984882, HORTZONTALCYLINDER, HCPOSITION_END=TRUE

1003,2021-08-20 11:05:00.967198,HORIZONTALCYLINDER,HCPOSITION_START=TRUE ® ® ® ®
1003,2021-08-20 11:05:01.097932, HORTZONTALCYLINDER, HCEXT=TRUE Event log — Petri net [ HCPOSITION_START=FALSE
1003,2021-08-20 11:05:01.767188, HORIZONTALCYLINDER, HCPOSITION START=FALSE XES T
1003,2021-08-20 11:05:02.984882, HORIZONTALCYLINDER, HCPOSITION_END=TRUE (HCPOSITION_START=FALSE},[HCPOSITION_END=TRUE])
1003,2021-08-20 11:05:03.065219, HORTZONTALCYLINDER, HCEXT=FALSE

1003,2021-08-20 11:05:03.464782, HORIZONTALCYLINDER,HCPOSITION_END=FALSE

1003,2021-08-20 11:05:03.957188,HORIZONTALCYLINDER,HCPOSITION_START=TRUE HEPORTIONEND™TRUE
1003,2021-08-20 11:05:04.097932, HORTZONTALCYLINDER, HCEXT=TRUE

1003,2021-08-20 11:05:04.767188,HORTZONTALCYLINDER, HCPOSITION START=FALSE

1003,2021-08-20 11:05:05.984882, HORTZONTALCYLINDER, HCPOSITION_END=TRUE

1003,2021-08-20 11:05:06.065219, HORTZONTALCYLINDER, HCEXT=FALSE

1003,2021-08-20 11:05:06.464782, HORTZONTALCYLINDER, HCPOSITION_END=FALSE

1003,2021-08-20 11:05:06.957188,HORIZONTALCYLINDER,HCPOSITION_START=TRUE

([HCPOSITION_END=FALSE],[HCPOSITION_START=TRUE])

HCPOSITION_START=TRUE

([HCEXT=TRUE][HCPOSITION_START=FALSE])

([HCEXT=FALSE],[HCPOSITION_END=FALSE
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ECC generation from Petri net

HCPOSITION_START_TRUE HCEXT_TRUE .

Transition in FSM of RCM Transition in ECC o
HCRETR_FAL . HCEXT_TRUE

\
HCPOSITION_START_TRUE

s
s, is a sensor signal # [ [FCPOSITION END FALSE | +; JHCPOSITION_START_FALSE

. HCPOSITION_END_TRUE

HCPOSITION_END_FALSE HCPOSITION_START_FALSE

HCEXT_FALSE

HCRETR TRUE HCEXT_FALSE
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Plant Model FB Interface

Interface of RCM Interface of basic function block

cl NDT HCPOSITION_START_TRUE EVENT
Control signals —] €2

cl FB for s1 HCPOSITION_START_FALSE EVENT

cn Reference 2 Reference

. HCPOSITION_END_TRUE | — EVENT
2 4 oo
Caritrol o ) HCPOSITION_END_FALSE | — EVENT
s1  Model V.

Signals from
g §3
sensor 4

sm

O
HC_MODEL
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Closed-loop structure of the system

‘ [N
FB3
d NoT HCPOSITION_START 5

HCEXT_TRUE HCPOSITION END
~ HCEXT_FALSE
< HCRETR_TRUE
| HCRETR FALSE

o
HC_MODEL
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8l FB-to-SMV Converter
File Settings About
= FV_HC_CFB Variables Events Dispatcher SMVCode Main

HC_MODEL

HC_CONTROLLER \'Z?}ESEE EXES;_TO_BOOL[&VM_REQ1 .event_REQ2, event_CNF, QO_, alpha, beta)
EVENT_TO_BOOL VAR S_smv : {s0_osm, s1_osm, s2_osm};

ER VAR Q_smv : {START_ecc, REQ1_ecc, REQ2_ecc):

E_F

VAR NA: 0..1;
VAR NI:0.1;

ASSIGN

init(Q_smv):= START ecc;
init(S_smv):= s0_os

- module\/aﬂableslntﬂlod(
int(Q0):= FALSE:

int(NA):= 0;
init(NI):= 0;

next(Q_smv):= case
Q_smv=START ecc & S_smv=s1_osm & event_REQ1:REQ1_ecc:
Q_smv=REQ1_ecc & S_smv=s1_osm : START ecc;

MY H Q_smv=START _ecc & 5_smv=s1_osm & eveni_REQ2 : REQ2_ecc:
ormal verification i AL s S st o ST
TRUE Q_smv.
[esac,

Inext(S_smv):= case
Ipha & S_smv=s0_osm & ExistsinputEvent: s1_osm;
S_smv=s1_osm & ExmsEnabledECTran s2_osm;
S_smv=s2_osm & NA=D : s1_o:
S_smv=s1_osm & l‘ExlﬂsEnabledECTran) s0_osm;
TRUE : S_smv;
esac;

inext(NA):= case
S_smv=s1_osm: 1;
S_smv=s2_osm & NI=0 & ((Q_smv=START_ecc & NA < 1)| (Q_smv=REQ1_ecc & NA < 1) | (Q_smv=REQ2_ecc & NA < 1)): (NA + 1)mod 2;
S_smv=s2_osm & NI=0 & ((Q_smv=START_ecc & NA = 1)| (Q_smv=REQ1_ecc & NA = 1) | (Q_smv=REQ2 ecc 4 NA=1)): 0:
TRUE : NA;
esac;

inext(NI):= case
S_smv=s1_osm: 1;
S_smv=s2_osm & ((Q_smv=START_ecc & NA=1& NI < 1)| (Q_smv=REQ1_ecc & NA=1& NI < 1)| (Q_smv=REQ2_ecc & NA=1& NI < 1)):(NI + 1)mod 2;
S_smv=s2_osm & ((Q_smv=START ecc 4 NA=14& NI = 1)| (Q_smv=REQ1_ecc 8 NA=1& NI = 1)| (Q_smv=REQ2_ecc § NA=1&NI=1):0:
TRUE: NI;

inext(QO):= case
S_smv=s2_osm & Q_smv=REQ1_ecc & NA=1& NI=1: (TRUE):
S_smv=s2_osm & Q_smv=REQ2_ecc & NA=1 & NI=1: (FALSE);
TRUE : QO;

esac:

inext(Q0_):= case
S_smv=s2_osm & NI=0 & ((Q_smv=REQ1_ecc & NA=1)| (Q_smv=REQ2_ecc & NA=1)) : QO;
TRUE:QO_:

check_lItlspec -p "G !( FV_HC_CFB_inst.HC_CONTROLLER.HOME = TRUE &
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Integrated
with existing
tool chain for

Formal
verification
of

Conclusion el

system

Generated IEC
61499 FB of plant
model
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Future plan

Monitor generation

Migration : IEC 61131 to
61499

scalability

Timing feature
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Thank you
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Closed-loop verification of plant model from traces

— Trace generation from digital twin

¢|n Visual Components whenever an action occurs, it records the event to trace file.
eEach event consists of timestamp, component and action.

— Model generation from event log

*Model generator algorithm creates basic structure of smv code structure.
|t declares and initializes each component’s variables and finally transitions of each variable is identified.

— Embedding the plant model into SMV code structure provided by the fb2smv tool

eReceiving control signals from controller to plant
eInsert the logic of plant model
ePassing sensor values to controller

— Updated SMV code is given for verification purpose.
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Existing
Control
System

Workflow diagram ]
S

Recording the Event Log

Embedding & Low Level Event Log

Monitoring in

[
Expected outcomes
(with ProM)
System ( Reference Model of Control/Sensor Events Sequencing )
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(Petri net)

Generating Generating Generating Generating
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Plant Model
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Plant

(new) Control System Control Program (e.g. for PLC)

under certification

| >

> :
Control 2 ‘ Re-implementation of Control

> and porting to another platform

SMV model of IEC 61499, IEC 61131-3, Industrial PC, FPGA, etc

Co nt r0| Co n r0| Generating the the Event Log
mOdE| progra m Control Model

Verification of

SMV model of Event Log
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Case study: Drilling Station composed from Intelligent Mechatrgqlic Components
r

The Industry 4.0 vision is to compose production systems from
autonomous assets

Quick verification and validation is the key to agility

DRILL_CTL

r
DrillDriver DrilllOs
atTop Lower o LOWER UP o
atBottom Raise o RAISE BOTTOM
DrillTime DrillingOn o MOTOR
LOCK

TABLE_CTL
INIT INITO
REQ CNF
BLOCK READY
ROTATE

3
TableDriver
inPosition actuator
WP_AVAILABLE
BLK

TablelOs
ROTATE WP_AVAIL
IN_POSITION
BUTTON
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Tool Chain

NuSMV
NXT Control c
e Counter

e Fbxml files example

Fb2smv NuTrac

e Smv code e Csv files

Tool chain for formal verifcation of CPSs in IEC 61499 standard
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fb2smv tool

=l Generates SMV models of FB systems in IEC 61499 Fie Settings _About

- PNP_PLANT_MS_CONTROL_FOR_SMV| | Variables | Events | Dispatcher | SMV Code | Main |

- Plant_SMV = InputEvents Input events proirty
5 MasterSlave i

-0P2
E_Spit5 s
SiaveCylinder e

s FD2smv in put CyinderMaterSlave S OpuEs

WPMaster Compldted
SpringCyl -CNF

*|EC 61499 FB expressed in XML format -

mm  Fb2smv output

eGenerates smv code with help of ASM semantics

me  Features of fb2smv

eConverts basic and composite FBs
eLimiting boundaries of variable
eDecides input event priority

*The proposed NDT notation added to the tool fb2smv converter window
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Experiment 1

I.i.li.l EnAS is a laboratory
scale assembly system.

Major components in
the simulation model
are the main plant, AGV
and IRB

LULEA UNIVERSITY OF TECHNOLOGY

Simulation model of
EnAS developed using
visual components.

Controller created in
nxtSTUDIO is connected
to the Plant in visual
components via OPC UA
communication
protocol

Figure . S1) Isolated IRB-subsystem of plant, S2) Isolated
AGV-subsystem of the plant, S3) Main section of the plant
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Introduction - CPS modelling with IEC 61499

Cyber-physical systems is quite popular in industry world.

The IEC 61499 architecture is a powerful mechanism for engineering such systems.

The IEC 61499 provides a graphical engineering interface and supports programming in terms of state machines.

It has been proven also an efficient way of modelling CPS in automation.
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Introduction - Formal verification of closed-loop systems

. Cyber-physical systems pose a significant challenge for their efficient verification and validation.
\

Formal verification (FV) which proves or disproves the correctness of algorithms.

|
. FV can be used to verify the correctness and safety of these automation systems.

/
. Closed-loop modelling has been proposed for the most comprehensive verification.
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Plant Model FB

- NDT
HCEXT_TRUE
HCEXT_FALSE

- HCRETR_TRUE
HCRETR_FALSE

=

HCPOSITION_START_TRUE |

HCPOSITION_START_FALSE
HCPOSITION_END_TRUE

HCPOSITION_END_FALSE |

—

[
HC_MODEL
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/HCRETR_TRUE \

HCEXT_FALSE

[ JHCPOSITION_END_FALSE |
NDT

[ JHCPOSITION_START_TRUE |

HCRETR_FAL..

[ [rcPos

ITION_END_TRUE |

NDT,

HCEXT_TRUE

\.Wl THCPOSITION_START_FALSE |
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